arXiv:1311.5904v1 [cs.DC] 22 Nov 2013

The IceProd Framework:
Distributed Data Processing for the IceCube Neutrino Qladery

M. G. AartseH, R. Abbasi®, M. Ackermand, J. Adams, J. A. Aguilai¥, M. Ahlers, D. AltmanrY, C. Arguelle&®,
J. Auffenberd®, X. Baid™% M. Bakef®, S. W. Barwick, V. Baunt®, R. Bay, J. J. Beatt}", J. Becker Tjus
K.-H. Beckefs, S. BenZvi¢, P. Berghau® D. Berley, E. Bernardirt, A. Bernhard?, D. Z. Bessof?, G. Bindef'9,
D. Bindig?s, M. Bissok, E. Blaufuss, J. Blumenthad, D. J. Boersm#, C. Bohn#, D. Bosé™, S. Bose,

O. Botnef, L. Brayeuf", H.-P. Bret#, A. M. Brown°, R. Bruijr?, J. Case$; M. Casief", D. Chirkin®, A. ChristoV",
B. Christy?, K. Clark®", L. Classeh, F. Clevermanfy S. Coendefs S. Cohef, D. F. Cowedd® A, H. Cruz Silva",
M. Danningef¥, J. DaughhetéelJ. C. Davi§, M. Day?, C. De Clerc§, S. De Riddet, P. Desiaft®,

K. D. de Vried", M. de WitH, T. DeYound9, J. C. Diaz-Véle¥**, M. Dunkmari% R. Eagaf? B. Eberhard®,

B. Eichmanh J. EiscR, S. Eulef, P. A. Evensoff}, O. Fadirad®, A. R. Fazely, A. Fedynitch, J. Feintzeiff,

T. Feusel$, K. Filimono, C. Finley, T. Fischer-Wasef§ S. Flisk, A. Franckowiak, K. Frantzefy T. Fuch§
T. K. Gaisset", J. Gallaghe®, L. Gerhardt9, L. Gladston&, T. Glisenkamfj, A. Goldschmidt, G. Golug",

J. G. Gonzal€¥?, J. A. Goodmah D. Gord, D. T. Grandmort, D. Grant, P. Gretskog, J. C. GroR9% A. Grof39,
C. Hd"9, A. Haj Ismaik, P. Hallei, A. Hallgrer", F. Halzed®, K. Hansoh D. Hebeckef, D. Heeremah
D. Heinerd, K. Helbing®, R. Hellaue?, S. Hickfor®®, G. C. Hill®, K. D. HoffmarP, R. Hofmanri$, A. Homeief,
K. Hoshin&C, F. Huang% W. Huelsnit2, P. O. Hulti¥, K. Hultqvist¥, S. Hussaiff", A. Ishihard, E. Jacob,

J. Jacobséti K. Jagielskd, G. S. JaparidZeK. Jeré®, 0. Jlelatf, B. Kaminsky, A. Kappe, T. Karg®, A. Karle®,
M. KauerS, J. L. Kelley’®, J. Kiryluk?, J. KIass, S. R. Kleir"9, J.-H. Kbhné G. Kohner', H. Kolanoski,

L. Kbpke™, C. Koppef®, S. Koppets, D. J. Koskinef, M. KowalskK, M. Krasberd®, A. Kriester, K. Krings?,
G. Kroll2¢, J. Kunneff, N. KurahasH, T. Kuwabard", M. Labaré, H. Landsmaff, M. J. Larsor®,

M. Lesiak-BzdaR', M. Leuermand, J. Leut@9, J. Linemantf, O. Macia$, J. Madsefi, G. Maggl",

R. Maruyam&°, K. Masé', H. S. Mati$, F. McNally?®, K. Meaghe®, M. Merck®, G. Mering®, T. Meures,

S. Miarecki9, E. MiddelRt, N. Milket, J. Miller™, L. Mohrmani, T. Montarul*2, R. Morsé®, R. Nahnhauét,
U. Nauman#®, H. Niederhauset) S. C. Nowickt, D. R. Nygrer, A. Obertack®’, S. Odrowski, A. Olivas’,

A. Omairafs, A. O’'Murchadhd L. Pauf, J. A. Peppé¥, C. Pérez de los Her§sC. Pfendnét; D. Pieloth, E. Pinal,
J. Posself, P. B. Pricé, G. T. Przybylski, M. Quinnari9 L. Radef, I. Raé%, M. Ramee¥, K. Rawling, P. Red®,
R. Reimana, E. Rescori®, W. Rhodé M. Ribordy?, M. Richmar®, B. Riedef€, J. P. Rodrigue$, C. Rotf™,

T. Ruhé, B. Ruzybaye®#, D. Ryckbosch, S. M. Sabh H.-G. Sandé¥, M. Santandé¥, S. Sarkar?®, K. Schatté®,
F. Scherialy T. Schmid®, M. SchmitZ, S. Schoeneh S. SchonebefgA. Schonwald,, A. Schukraft, L. Schulté,
D. SchultZ°*, O. Schul29, D. Seckel", Y. Sestay®, S. Seunarin® R. Shanidz&, C. SheremataM. W. E. SmitHfq,
D. Soldir?S, G. M. SpiczaR, C. Spierind', M. Stamatiko%?, T. Stane®", N. A. Stanish&, A. StasiK,

T. Stezelbergér R. G. Stoksta] A. StoRf, E. A. StrahleF, R. Stron¥', N. L. Strotjohanh, G. W. Sullivar,

H. Taavold’, |. Taboad& A. Tamburrd", A. TepéS, S. Ter-Antonyah G. TeSié9, S. Tila", P. A. Toalé®,

M. N. Tobir?S, S. Toscan®, M. Tselengidot), E. Ungef, M. Usnek, S. Vallecors¥, N. van Eijndhovef,

A. Van Overloop, J. van Santeli, M. Vehring®, M. Voge®, M. Vraeghé&, C. Walck, T. Waldenmaiér M. Wallraff?,
Ch. Weavet, M. Wellons, C. Wendt, S. Westerhfi#®, N. Whitehori#¢, K. Wiebe*®, C. H. Wiebusch
D. R. Williams®, H. Wissin@, M. Wolf2 T. R. Wood, K. Woschnag, D. L. Xu, X. W. Xuf, J. P. Yane¥,

G. YodH, S. Yoshid&, P. Zarzhitsk§®, J. Ziemanh S. Zierké, M. Zoll2

a11l. Physikalisches Institut, RWTH Aachen University, 2856 Aachen, Germany
bSchool of Chemistrg Physics, University of Adelaide, Adelaide SA, 5005 Alstral

*Corresponding author
“*Principal corresponding author
Email addressesdesiati@icecube.wisc.edu (P. Desiati),juancarlos@wipac.wisc.edu (J. C. Diaz-Vélez),
ofadiran@icecube.wisc.edu (O. Fadiran)ian@cs.wisc.edu (l. Rae),dschultz@icecube.wisc.edu (D. Schultz)
1physics Department, South Dakota School of Mines and TéshnoRapid City, SD 57701, USA
2also Sezione INFN, Dipartimento di Fisica, 1-70126, Bat)y
SNASA Goddard Space Flight Center, Greenbelt, MD 20771, USA

Preprint submitted to Journal of Parallel and Distribute@®@puting November 26, 2013


http://arxiv.org/abs/1311.5904v1

¢Dept. of Physics and Astronomy, University of Alaska Anater3211 Providence Dr., Anchorage, AK 99508, USA
dCTSPS, Clark-Atlanta University, Atlanta, GA 30314, USA
€School of Physics and Center for Relativistic AstrophysBeorgia Institute of Technology, Atlanta, GA 30332, USA
fDept. of Physics, Southern University, Baton Rouge, LA 3088A
9Dept. of Physics, University of California, Berkeley, CA/28, USA
hLawrence Berkeley National Laboratory, Berkeley, CA 94TZ5A
fInstitut fir Physik, Humboldt-Universitat zu Berlin, 2489 Berlin, Germany
IFakultat fur Physiké Astronomie, Ruhr-Universitat Bochum, D-44780 Bochumn@ey
kPhysikalisches Institut, Universitat Bonn, Nussallee:53115 Bonn, Germany
lUniversité Libre de Bruxelles, Science Faculty CP2300BdlBrussels, Belgium
MVrije Universiteit Brussel, Dienst ELEM, B-1050 Bruss@&s|gium
"Dept. of Physics, Chiba University, Chiba 263-8522, Japan
®Dept. of Physics and Astronomy, University of Canterburiya®e Bag 4800, Christchurch, New Zealand
PDept. of Physics, University of Maryland, College Park, MO722, USA
9Dept. of Physics and Center for Cosmology and Astro-ParfRihysics, Ohio State University, Columbus, OH 43210, USA
"Dept. of Astronomy, Ohio State University, Columbus, OHLG32/SA
SNiels Bohr Institute, University of Copenhagen, DK-210(p&thagen, Denmark
Dept. of Physics, TU Dortmund University, D-44221 Dortmu@ermany
UDept. of Physics, University of Alberta, Edmonton, Albe@anada T6G 2E1
VErlangen Centre for Astroparticle Physics, Friedrich-Rdader-Universitat Erlangen-Nirnberg, D-91058 Erlamg Germany
WDeépartement de physique nucléaire et corpusculaireyehsité de Geneve, CH-1211 Genéve, Switzerland
*Dept. of Physics and Astronomy, University of Gent, B-9086t(Belgium
YDept. of Physics and Astronomy, University of Californiajrie, CA 92697, USA
“Laboratory for High Energy Physic&cole Polytechnique Fédérale, CH-1015 Lausanne, Sratre
aaDept. of Physics and Astronomy, University of Kansas, LaegeKS 66045, USA
abpept. of Astronomy, University of Wisconsin, Madison, WAGS USA
aDept. of Physics and Wisconsin IceCube Particle AstrogisySeenter, University of Wisconsin, Madison, W1 53706, USA
adDept. of Computer Science, University of Wisconsin, Madigél 53706, USA
a@|nstitute of Physics, University of Mainz, Staudinger WeB-b5099 Mainz, Germany
afyniversité de Mons, 7000 Mons, Belgium
a0T.U. Munich, D-85748 Garching, Germany
ahBartol Research Institute and Dept. of Physics and Astrgnamiversity of Delaware, Newark, DE 19716, USA
aipept. of Physics, University of Oxford, 1 Keble Road, Oxfokil 3NP, UK
aiDept. of Physics, University of Wisconsin, River Falls, W0%2, USA
akOskar Klein Centre and Dept. of Physics, Stockholm UniterSE-10691 Stockholm, Sweden
alDept. of Physics and Astronomy, Stony Brook UniversitypysBrook, NY 11794-3800, USA
amDept. of Physics, Sungkyunkwan University, Suwon 440Ka@@&a
anDept. of Physics, University of Toronto, Toronto, Onta@anada, M5S 1A7
a%Dept. of Physics and Astronomy, University of Alabama, dlassa, AL 35487, USA
aPDept. of Astronomy and Astrophysics, Pennsylvania Stabeelsity, University Park, PA 16802, USA
alDept. of Physics, Pennsylvania State University, UnivgiRark, PA 16802, USA
aDept. of Physics and Astronomy, Uppsala University, Box St85120 Uppsala, Sweden
asDept. of Physics, University of Wuppertal, D-42119 WupgeGermany
ADESY, D-15735 Zeuthen, Germany

Abstract

IceCube is a one-gigaton instrument located at the geogr&§uoluth Pole, designed to detect cosmic neutrinos, iden-
tify the particle nature of dark matter, and study high-ggereutrinos themselves. Simulation of the IceCube detecto
and processing of data require a significant amount of coatipn@l resources. IceProd is a distributed management
system based on Python, XML-RPC and GridFTP. It is driven bgrdral database in order to coordinate and admin-
ister production of simulations and processing of data peed by the IceCube detector. IceProd runs as a separate
layer on top of other middleware and can take advantage ofiatyaf computing resources, including grids and
batch systems such as CREAM, Condor, and PBS. This is aci@imaglby a set of dedicated daemons that process
job submission in a coordinated fashion through the use déifeware plugins that serve to abstract the details of job
submission and job management from the framework.

Key words: Data Management, Grid Computing, Monitoring, Distribu@aimputing
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1. Introduction shown in Tabld1l. In order to develop event recon-
structions, perform analyses, and understand systematic

Large experimental collaborations often need to pro- yncertainties, physicists require statistics from Monte
duce extensive volumes of computationally intensive carlo simulations that are comparable to the data col-
Monte Carlo simulations and process vast amounts of |ected by the detector. This requires hundreds of years

data. These tasks are usually farmed out to large com-of CPU processing time as can be seen from Table 2.

puting clusters or grids. For such large datasets, it is im-

portant to be able to document details associated with

each task, such as software versions and parameters likgable 1: Data processing demands. Data is filtered on 408 ebibe

the pseudo-random number generator seeds used fOISOUth Pole using loose selection criteria to reduce voluyre flactor
hd Individual b A h collab . of 10 before satellite transfer to the Northern Hemispheevé€l1).

eqc ataset. Individual members of suc . collaborations gce in the North, more computationally intensive evenomnetruc-

might have access to modest computational resourceSions are performed in order to further reduce backgrountarni-

that need to be coordinated for production. Such com- nation (Level2). Further event selections are made for eaeflysis

putational resources could also potentially be pooled in channel (Level3). Each run is equivalent to approximatetehours

. . of detector livetime and the processing time is based on G2 8
order to provide a single, more powerful, and more pro- .ge.

ductive system that can be used by the entire collabo- Filter | Processing tinyeun
ration. This article describes the design of a software Levell 2400 h
package meant to address all of these concerns. It pro- Level2 9500 h
vides a simple way to coordinate production of large Level3 15 h

datasets by integrating grids and small clusters.

1.1. IceCube

The IceCube detector shown in Figl]me 1 is located Table 2: Runtime of various Monte Carlo simulations of baokmgd
at the geographic South Pole and was completed at thecosmic—ray shower events and neutrino signal witfiedent energy

. . distributions. The median energy is based on the distobuif events
end of 2010[[1, 2]. It consists of 5160 optical Sensors i, wrigger the detector. o

buried between 1450 and 2450 meters below the sur- =g iation Median Energy] Time/Event
face_ of the _South Pole ice sheet and is d_eS|gn_qu to de- Air Showers 12x 10F GeA 5ms
tect interactions of neutrinos of astrophysical origin [1] Signal neutrinog 3.9x 10° GeV 316 ms
However, it is also sensitive to downward-going highly Signal neutrinog 8.1 % 10' GeV 53 ms

energetic muons and neutrinos produced in cosmic-ray-
induced air showers. IceCube record®' cosmic-ray
events per year. The cosmic-ray-induced muons out-
number neutrino-induced events (including ones from 1 3 |ceCube Computing Resources
atmospheric origin) by about 500,000:1. They repre-
sent a background for most IceCube analyses and are The IceCube collaboration is comprised of 43 re-
filtered prior to transfer to the data processing center search institutions from Europe, North America, Japan,
in the Northern Hemisphere. Filtering at the data col- Australia, and New Zealand. The collaboration has ac-
lection source is required because of bandwidth limi- cess to 25 dferent computing clusters and grids in Eu-
tations on the satellite connection between the detectorrope, Japan, Canada and the U.S. These range from
and the processing location [3]. About 100 GB of data small computer farms of 30 nodes to large grids, such as
from the IceCube detector is transferred to the main datathe European Grid Infrastructure (EGI), Swedish Grid
storage facility daily. In order to facilitate record keep- Initiative (SweGrid), Canada’'s WestGrid and the Open
ing, the data is divided into runs, and each run is fur- Science Grid (OSG), that may each have thousands of
ther subdivided into multiple files. The size of each computing nodes. The total number of nodes avail-
file is dictated by what is considered optimal for stor- able to IceCube member institutions varies with time
age and access. Each run typically consists of hundredssince much of our use is opportunistic and availabil-
of files, resulting in~400,000 files for each year of de- ity depends on the usage by other projects and exper-
tector operation. Once the data has been transferredjments. In total, IceCube simulation has run on more
additional, more computationally-intensive event recon- than 11,000 distinct multicore computing nodes. On
structions are performed and the data is filtered to se-
lect events for various analyses. The computing re-
quirements for the various levels of data processing are 11 GeV= 10° electronvolts (unit of energy)
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Figure 1: The IceCube detector: the dotted lines at the lotepresent the instrumented portion of the ice. The cirmfethe top surface represent
IceTop a surface air-shower subdetector.

average, IceCube simulation production has run con- The software package includes a set of libraries, ex-
currently on~4, 000 cores at any given time since de- ecutables and daemons that communicate with the cen-
ployment, and it is anticipated to run &b, 000 cores tral database and coordinate to share responsibility for

simultaneously during upcoming productions. the completion of tasks. The details of job submission
and management in fiérent grid environments are ab-
2. lceProd stracted through the use of plugin modules that will be

discussed in Sectidn 3.2.1.

IceProd can be used to integrate an arbitrary number
of sites including clusters and grids. It is, however, not
a replacement for other cluster and grid management
tools such as Globus, GLite or any other middleware.
a_nstead, it runs on top of these as a separate layer pro-
viding additional functionality. IceProd fills a gap be-
tween the user or production manager and the powerful
middleware and batch system tools currently available

The IceProd framework is a software package devel-
oped for IceCube with the goal of managing produc-
tions across distributed systems and pooling together
isolated computing resources that are scattered through
out the Collaboration and beyond [4]. It consists of a
central database and a set of daemons that are respons
ble for the management of grid jobs as and data handling
through the use of existing grid technology and network

protocols. i lust d arid
IceProd makes job scripting easier and sharing pro- on computing clusters and grids.
ductions more ficient. In many ways it is similar to Many of the existing middleware tools, including

PANDA Grid, the analysis framework for the PANDA  Condor-C, Globus and CREAM, already make it pos-
experiment|[5], in that both tools are distributed sys- sible to interface any number of computing clusters into
tems based on a central database and an interface to loa larger pool. However, the use of these usually requires
cal batch systems. However, IceProd is not dependentadditional éfort by system administrators and, in some
on any particular analysis framework and has minimal cases, customization for general purpose applications is
software dependencies, making it lightweight and giv- not feasible. In contrast to most of these applications,
ing it a greater scope beyond IceCube-specific applica- IceProd runs at the user level and does not require ad-
tions. ministrator privileges. This makes it possible for indi-
4



vidual users to build large production systems by pool- execution on a host are contained in this package. The
ing small computational resources together. iceprod-corealso includes an interpreter (Section 311.3)
Security and data integrity are concerns in any soft- for a simple scripting language that provides some flex-
ware architecture that depends heavily on communi- ibility for parsing XML steering files.
cation through the Internet. IceProd includes features
aimed at minimizing security and data corruption risks. 3.1.1. The JEP
Security and data integrity are addressed in Seffidn 3.8. One of the complications of operating on heteroge-
The IceProd client provides a graphical user interface neous systems is the diversity of architectures, operating
(GUI) for configuring simulations and submitting jobs systems, and compilers. IceProd uses Condor’'s NMI-
through a “production server.” It provides a method for Metronome build and test system [6] for building the
recording all the software versions, physics parameters, IceCube software on a variety of platforms and storing
system settings, and other steering parameters associthe built packages on a server. As part of the manage-
ated with a job in a central production database. IceProd ment of each job, IceProd submits a Job Execution Pilot
also includes a web page for visualization and live mon- (JEP) to the clustggrid queue. This script determines
itoring of datasets. Details about the GUI client and a what platform a job is running on and, after contact-

text-based client are discussed in Sedfioh 3.5. ing the monitoring server, which software package to
download and execute. During runtime, the JEP per-
3. Design Elements of IceProd forms status updates through the monitoring server via

remote procedure calls using XML-RPC [7]. This in-
The IceProd software package can be logically di- formation is updated on the database and is displayed

vided into the following components or software li- ©On the monitoring web page. Upon completion, the JEP
braries, illustrated in Figufd 2: removes temporary files and directories created for the

job. Depending on the configuration, it will also cache
e iceprod-core—a set of modules and libraries of & copy of the software used, making it available for fu-
common use throughout IceProd. ture JEPs. When caching is enabled, an MD5 checksum
is performed on the cached software and compared to
what is stored on the server in order to avoid using cor-
rupted or outdated software.
Jobs can fail under many circumstances. These in-
e iceprod-modules-a collection of predefined clude submission failures due to transient system prob-
classes that provide an interface between Ice- lems and execution failures due to problems with the ex-
Prod and an arbitrary task to be performed on a €cution host. Ata higher level, errors specific to IceProd
computing node, as defined in Section 3.3. include communication problems with the monitoring
daemon or the data repository. In order to account for
e iceprod-client—a client (both graphical and text) possible transient errors, the design of IceProd includes
that can download, edit, and submit dataset steer- g set of states through which a job will transition in order
ing files to be processed. to guarantee successful completion of a well-configured
job. The state diagram for an IceProd job is depicted in
Figure[3.

e iceprod-server—a collection of daemons and li-
braries to manage and schedule job submission and
monitoring.

e A database that stores configured parameters, li-
braries (including version information), job infor-

mation, and performance statistics. 3.1.2. XML Job Description

e A web application for monitoring and controlling In the context of this document, a dataset is defined
dataset processing. as collection of jobs that share a basic set of scripts and
software but whose input parameters depend on the ID
These components are described in further detail in the of each individual job. A configuration or steering file
following sections. describes the tasks to be executed for an entire dataset.
IceProd steering files are XML documents with a de-
fined schema. These steering files include information
The iceprod-corepackage contains modules and li- about the specific software versions used for each of the
braries common to all other IceProd packages. These in-sections, known as trays (a term borrowed from Ice-
clude classes and methods for writing and parsing XML Tray, the G-+ software framework used by the Ice-
files and transporting data. The classes that define jobCube Collaboration [8]). An IceProd tray represents
5

3.1. IceProd Core Package



=——— XMLRPC
=**= Database Protocol
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Figure 2: Network diagram of IceProd system. The IcePraghtdi and JEPs communicate witkeprod-servemodules via XML-RPC. Database
calls are restricted t@weprod-servemodules. Queueing daemons calkmhpqueueare installed at each site and periodically query the databa
for pending job requests. Tls@apmorserver receives monitoring update from the jobs. An ingafsoapdhhandles garbage collection and any

post processing tasks after job completion.
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CLEANING H COPIED |
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Figure 3: State diagram for the JEP. Each of the nonerroesstat
through which a job passes includes a configurable timede.pLr-
pose of this timeout is to account for any communicationrertbat
may have prevented a job from setting its status correctly.

an instance of an environment corresponding to a set
of libraries and executables and a chain of configurable
modules with corresponding parameters and input files
needed for the job. In addition, there is a header section
for user-defined parameters and expressions to facilitate
programming within the XML structure.

3.1.3. IceProd XML expressions

A limited programming language was developed in
order to allow more scripting flexibility that depends on
runtime parameters such as job ID, run ID, and dataset
ID. This lightweight, embedded, domain-specific lan-
guage (DSL) allows for a single XML job description
to be applied to an entire dataset following an SPMD
(single process, multiple data) paradigm. It is power-
ful enough to give some flexibility but fliciently re-
strictive to limit abuse. Examples of valid expressions
include the following:

e $args(<var>)—a command line argument

passed to the job (such as job ID or dataset ID).
$steering(<var>)—auser defined variable.

$system(<var>)—a system-specific parameter
defined by the server.

$eval (<expr>)—a mathematical or logical ex-
pression (in Python).

$sprintf (<format>,<list>)—string format-
ting.

$choice(<list>)—random choice of element
from list.
7

The evaluation of such expressions is recursive and
allows for some complexity. However, there are limita-
tions in place that prevent abuse of this feature. As an
example,$eval () statements prohibit such things as
loops and import statements that would allow the user
to write an entire program within an expression. There
is also a limit on the number of recursions in order to
prevent closed loops in recursive statements.

3.2. IceProd Server

Theiceprod-servepackage is comprised of four dae-
mons and their respective libraries:

1. soaptrafl—an HTTP server that receives client
XML-RPC requests for scheduling jobs and steer-
ing information which then uploaded to the
database. The number of jobs in a dataset is speci-
fied by the client during submission.

soapqueue-a daemon that queries the database

for available tasks to be submitted to a particular

cluster or grid. This daemon is also responsible for
submitting jobs to the cluster or grid through a set
of plugin classes.

3. soapmor—a monitoring HTTP server that receives
XML-RPC updates from jobs during execution and
performs status updates to the database.

4. soapdh—a data handlingarbage collection dae-
mon removes temporary files and performs any
postprocessing tasks.

2.

There are two modes of operation. The first is an un-
monitored mode in which jobs are simply sent to the
gueue of a particular system. In the second mode, all
parameters are stored in a database that also tracks the
progress of each job. Thepapqueu&laemon running

at each of the participating sites periodically queries the
database to check if any tasks have been assigned to it.
It then downloads the steering configuration and sub-
mits a given number of jobs to the cluster or grid where

it is running. The number of jobs that IceProd maintains
in the queue at each site can be configured individually
according to the specifics of each cluster, including the
size of the cluster and local queuing policies. Figure 2
is a graphical representation that describes the interrela
tion of these daemons while Figlre 4 illustrates the flow
of information through the various protocols. Figlie 5
illustrates the various states that describe dataset sub-
mission through the interaction of these daemons.

1The prefixsoapis used for historical reasons. The original im-
plementation of IceProd relied on SOAP for remote procedatts
instead of XML-RPC.
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Figure 4: Data flow for job submission, monitoring and remlo@ommunication between server instances (labeled “spaphandled through a
database. Cliefgerver communication and monitoring updates are handeeXML-RPC. Interaction with the grid or cluster is handledoigh

a set of plugin modules and depends on the specifics of system.

soaptray
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requeue Move data to data warehouse

Figure 5: State diagram of queuing algorithm. The icepraght
sends requests to t®aptrayserver which then loads the informa-
tion to the database (in production mode) or directly subioibs to
the cluster (in unmonitored mode). Theapqueugeriodically query
the database for pending requests and handle job submisstbe
local cluster.

3.2.1. IceProd Server Plugins

In order to abstract the process of job submission
from the framework for the various types of systems,
IceProd defines a Grid base class that provides an inter-
face for queuing jobs. The Grid base class interface in-
cludes a set of methods for queuing and removing jobs,
performing status checks, and setting attributes such as
job priority and maximum allowed wall time and job re-
guirements such as disk space and memory usage. The
set of methods defined by this base class include but are
not limited to:

e WriteConfig: write protocol-specific submission
scripts (i.e., a JDL job description file in the case
of CREAM or Glite or a shell script with the ap-
propriate PBESGE headers).

e Submit: submit jobs and record the job ID in the
local queue.

e CheckJobStatus query job status from the queue.
e Remove cancelabort a job.

e CleanQ: remove any orphan jobs that might be left
in the queue.

The actual implementation of these methods is done by
a set of plugin subclasses that launch the corresponding
commands or library calls, as the case may be. In the
case of PBS and SGE, most of these methods result in
the appropriate system callsdsuh gstat qdel etc. For

other systems, these can be direct library calls through a



Python API. IceProd contains a growing library of plug- parameters for external modules is not included since
ins, including classes for interfacing with systems such these are not known a priori. The interactive shell also
as Condor, PBS, SGE, Globus, GLite, Edg, CREAM, allows the user to perform grid management tasks such
SweGrid, as well as other batch systems. In addition, as starting and stopping a remote server and adding and
one can easily implement user-defined plugins for any removing production sites participating in the process-
new type of system that is not included in this list. ing of a dataset. The user can also perform job-specific
actions such as suspension and resetting of jobs.
3.3. IceProd Modules

Theiceprod-modulepackage is a collection of con-
figurable modules with a common interface. These rep-
resent the atomic tasks to be performed as part of the
job. They are derived from a base claB8oduleand
provide a standard interface that allows for an arbitrary

set of parameters to be configured in the XML docu- and could be easily replaced by afdrent relational

tmhent ar&dlpasséed from trle IfcetPrt'p(il_ frameglrx:or:c(. In tufrn, database. This section describes the relational structure
e module returns a set of statistics in the form of a . | - -prod database.

string-to-float dictionary back to the framework so that Each dataset is defined by a set of modules and pa-

it can be recorded in the database and displayed on the :
L . rameters that operate on separate data (single process,
monitoring web page. By default, the base class will

report the module’s CPU usage, but the user can de_mult|ple data). At the top level of the the database struc-

fine any set of values to be reported, such as number of.ture 'S the dataset table. Tliataset IDis the unique

: R identifier for each dataset though it is possible to as-
events that pass a given processing filter. IceProd also_. : : . .
. . ! .~ ~~sign a mnemonic string alias. The IceProd database is
includes a library of predefined modules for performing

. ) logically divi in I h Id in princi-
common tasks such as file transfers through GridFTP, ogically d. ded into two classes, that cou dinp 1€
. . ple be entirely dierent databases. The first describes
tarball manipulation, etc.

a steering file or dataset configuration (itdmhsl1-7 in the
list below) and the second is a job-monitoring database

(itemd8 an@®). The mostimportant tables are described
Included in the library of predefined modulesis a spe- pelow.

cial module that has two parameterdassand URL.
The first is a string that defines the name of an external

3.6. Database

At the time of this writing, the current implemen-
tation of IceProd works exclusively with a MySQL
database but all database calls are handled by a database
module that abstracts queries from the framework

3.4. External IceProd Modules

1. dataset contains a unique identifier as well as at-

IceProd module and the second specifies a URL for a
(preferably version-controlled) repository where the ex-
ternal module code can be found. Any other parameters
passed to this module are assumed to belong to the re-
ferred external module and will be ignored. This allows
for the use of user-defined modules without the need
to install them at each IceProd site. External modules
share the same interface as any other IceProd module.

3.5. IceProd Client

Theiceprod-clientpackage contains two applications
for interacting with the server and submitting datasets.
One is a pyGtk-based GUI (see Figlite 6) and the other is
a text-based application that can run as a command-line
executable or as an interactive shell. Both of these ap-
plications allow the user to download, edit, and submit
steering configuration files as well as control datasets
running on the IceProd-controlled grid. The graphi-
cal interface includes drag and drop features for mov-
ing modules around and provides the user with a list of
valid parameters for known modules. Information about

9

. steering-parameter.

tributes to describe and categorize the dataset, in-
cluding a textual description.

describes general global
variables that can be referenced from any module.

. meta-project. describes a software environment

including libraries and executables.

. tray: describes a grouping of modules that will

execute given the same software environment or
metaproject

. task-rel: describes the hierarchical relationship

between tasks.

. module: specifies an instance of an IceProd Mod-

ule class.

. cparameter. contains all the configured parame-

ters associated with a module.

. job: describes each job in the queue related to a

dataset, including the state and host where the job
is executed.

. task: keeps track of the state of a task in a way

similar to what is done in the jobs table.
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Figure 6: Thdceprod-clientuses pyGtk and provides a graphical user interface to IceRrés both a graphical editor of XML steering files and
an XML-RPC client for dataset submission.

3.7. Monitoring e grid view: shows all datasets running on a particu-

The status updates and statistics reported by the JEP lar site.

via XML-RPC to soapmorand stored in the database
provide useful information for monitoring the progress
of processing datasets and for detecting errors. The up-
dates include status changes and information about the
execution host as well as job statistics. This is a multi- o job view: shows each individual job, including the
threaded server that can run as a stand-alone daemon  status, job statistics, execution host, and possible
or as a CGl script within a more robust web server. The errors.

data collected from each job are made available for anal-

ysis, and patterns can be detected with the aid of visual- There are some additional views that are applicable only
ization tools as described in the following section. to the processing of real IceCube detector data:

o dataset view: displays all jobs and accompanying
statistics for a given dataset, including every site
that it is running on.

e calendar view: displays a calendar with a color
coding that indicates the status of jobs associated
with data taken on a particular date.

3.7.1. Web Interface

The current web interface for IceProd was designed
to work independently of the IceProd framework but
utilizes the same database. It is written in PHP and
makes use of the Codelgniter framework [9]. Each
of the simulation and data-processing web-monitoring
tools provide diferent views, which include, from top
level downward:

e day view: shows the status of jobs associated with
a given calendar day of data taking.

e run view: displays the status of jobs associated
with a particular detector run.

e general view: displays all datasets filtered by sta- The web interface also provides the functionality to
tus, type, grid, etc. control jobs and datasets by authenticated users. This is
10



done by sending commands to theaptraydaemon us-  3.8.2. Encryption

ing the XML-RPC protocol. Other features of the inter- Both soaptrayandsoapmortan be configured to use
face include graphs displaying completion rates, errors SSL certificates in order to encrypt all data communica-
and number of jobs in various states. Figure 7 shows tion between client and server. The encryption is done
a screen capture of one of a number of views from the by the HTTPS server with either a self-signed certificate

web page. or, preferably, with a certificate signed by a trusted Cer-
tificate Authority (CA). This is recommended for client-
3.7.2. Statistical Data server communication fasoaptraybut is generally not

One aspect of IceProd that is not found in most grid considered necessary for monitoring information sent to
middleware is the built-in collection of user-defined sta- Soapmorby the JEP as this is not considered sensitive
tistical data. Each IPModule instance is passed a string-enough to justify the additional system CPU resources
to-float dictionary to which the JEP can add entries or required for encryption.
increment a given value. IceProd collects these data in
the central database and displays them on the monitor-3.8.3. Data Integrity
ing page. Statistics are reported individually for each  |n order to guarantee data integrity, an MD5 check-
job and collectively for the whole dataset as a sum, av- sum or digest is generated for each file that is trans-
erage and standard deviation. The typical types of infor- mitted. This information is stored in the database and
mation collected on IceCube jobs include CPU usage, is checked against the file after transfer. IceProd data
number of events meeting predefined physics criteria, transfers support several protocols, but the preference is

and number of calls to a particular module. to rely primarily on GridFTP, which makes use of GSI
authentication [10, 11].
3.8. Security and Data Integrity An additional security measure is the use of a tem-

When dealing with network applications, one must Porary passkey that is assigned to each job at the time
always be concerned with security and data integrity in ,Of Sme'SS'O_n' ,Th's passkey 'S, used for authgntlgat-
order to avoid compromising privacy and the validity of "9 communication between the job and the monitoring
scientific results. Someffert has been made to min-  Server and is only valid during the duration of the job.
imize security risks in the design and implementation T the job is reset, this passkey will be changed before
of IceProd. This section will summarize the most sig- & NeW job is submitted. This prevents stale jobs that
nificant of these. Figurgl 2 shows the various types of might belleft running from maklng monitoring updates
network communication between the client, server, and after the job has been reassigned.
worker node.

4. Intrajob Parallelism
3.8.1. Authentication

IceProd can authenticate dataset submission against As described in Section_3.1.2, a single IceProd job
an LDAP server or, if one is not available, against ac- consists of a humber of trays and modules that exe-
counts stored on a database. Direct database authentieute diferent parts of the job, for example, a simula-
cation should be disabled whenever LDAP is available. tion chain. These trays and modules describe a work-
LDAP authentication allows the IceProd administrator flow with a set of interdependencies, where the output
to restrict usage to individual users that are responsible from some modules and trays is used as input to others.
for job submissions and are accountable for improper Initial versions of IceProd ran jobs solely as monolithic
use. This setup also prevents users from being able toscripts that executed these modules serially on a single
directly query the database via a MySQL client. machine. This approach was not veffigent because

When dealing with databases, one also needs to beit did not take advantage of the workflow structure im-
concerned about allowing direct access to the databaseplicit in the job description.
and passing login credentials to jobs running on remote  To address this issue, IceProd includes a representa-
sites. For this reason, all monitoring calls are done via tion of a job as a directed, acyclic graph (DAG) of tasks.
XML-RPC, and the only direct queries are performed Jobs are recharacterized as groups of arbitrary tasks and
by the server, which typically operates behind a firewall modules that are defined by users in a job’s XML steer-
on a trusted system. The current web design does makeing file, and each task can depend on any number of
direct queries to the database; a dedicated read-only ac-other tasks in the job. This workflow is encoded in a
count is used for this purpose. DAG, where each vertex represents a single instance of

11
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Figure 7: A screen capture of the web interface that allowsntlonitoring of ongoing jobs and datasets. The monitoring page has a number
of views with diferent levels of detail. The view shown displays the job peegrfor active jobs within a dataset. The web interface pesvi
authenticated users with buttons to control datasets atiddoal jobs.

a task to be executed on a computing node, and edges
in the graph indicate dependencies between tasks (see
Figured 8 anf19). DAG jobs on the cluster are executed
by means of the Condor DAGMan [12].

DAGMan is a workflow manager developed by packground signal
the HTCondor group at the University of Wiscon-
sin—Madison and included with the Condor batch sys- \ /
tem. A DAGMan submit script describes the relation-
ships between vertices and associates a Condor submit P

script to each vertex. When processing a submit script,

DAGMan submits tasks to Condor as their dependencies

are satisfied, ensuring that tasks execute in the correct / \
order. DAGMan is also responsible for monitoring the

progress of a workflow and cleaning up running tasks in
the event that the workflow fails.

For IceCube simulation production, IceProd has uti- \ /
lized the DAG support in two specific cases: improv-
ing task-level parallelism and running jobs that utilize garbage collection
graphics processing units (GPUSs) for portions of their
processing.

detector A detector B

. Figure 8: A simple DAG in IceProd. This DAG corresponds to a
4.1. Task-level Parallelism typical IceCube simulation. The two root vertices requitandard

i adiion to problems caused by coarse-grained re- STPTS Abare s e o s T
quirements specifications, monolithic jobs also under- s input for two derent detector simulations.

utilize cluster resources. As shown in Figlite 8, portions

of the workflow within a job are independent; however,

if a job is monolithic, these portions will be run seri-

ally instead of in parallel. Therefore, although the en-
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Figure 9: A more complicated DAG in IceProd with multiple uip and multiple outputs that are eventually merged intaglsioutput. The
vertices in the second level run on computing nodes equipgidGPUs.

tire simulation can be parallelized by submitting multi- be scheduled on a cluster machine with the appropriate
ple jobs to diferent machines, this opportunity for addi- hardware.
tional parallelism is not exploited by monolithic jobs. As of this writing, lceCube has the potential to access
Support for breaking a job into discrete tasks is now ~20,000 CPU cores distributed throughout the world,
included in the Condor IceProd plugin as described but only a small number of these nodes are equipped
above, and similar features have been developed for thewith GPU cards. Because the simulation is primarily
PBS and Sun Grid Engine plugins. This enables faster CPU bound, the pool of GPU-equipped nodes is not suf-
execution of individual jobs by utilizing more comput- ficientto run all simulation jobs in an acceptable amount
ing nodes; however, one limitation of this implementa- of time. Additionally, this would be an irfgcient use of
tion is that DAG jobs are restricted to a specific type resources, since executing the CPU-oriented portions of
of cluster, and DAG jobs cannot distribute tasks across monolithic jobs would leave the GPU idle for periods of

multiple sites. time. In order to solve this problem, the modular design
of the IceCube simulation design is used to divide the
4.2. DAGs Based on System Requirements CPU- and GPU-oriented portions of jobs into separate

o ] ) tasks in a DAG. Since each task in a DAG is submit-
Individual parts of & job may have fiérent system o4 separately to the cluster, their requirements can be
hardware and software requirements. Breaking these UPspecified independently and CPU-oriented tasks can be
into tasks that run on separate nodes allows for better oy acuted on general-purpose grid nodes while photon

gtilizatio_n (_)f resources. The IceCL_Jbe detec_to_r siml_JIa- propagation tasks can be executed on GPU-enabled ma-
tion chain is a good example of this scenario in which chines, as depicted in Figurk 9.

tasks are distributed across computing nodes with dif-
ferent hardware resources.

Light propagation in the instrumented volume of ice 5. Applications
at the South Pole is flicult to model, but recent devel-
opments in IceCube’s simulation include a much faster
approach for simulating direct propagation of photons  The IceCube simulations are based on a modular soft-
in the optically complex Antarctic ice [13,14] by using ware framework calledceTrayin which modules are
general-purpose GPUs. This new simulation module executed in sequential order. Data is passed between
is much faster than a CPU-based implementation and modules in the form of a “frame” object. IceCube sim-
more accurate than using parametrization tahles [15], ulation modules representftérent steps in the gener-
but the rest of the simulation requires standard CPUs. ation and propagation of particles, in-ice light prop-
When executing an IceProd job monolithically, only one agation, signal detection, and simulation of the elec-
set of cluster requirements can be applied when it is sub- tronics and data acquisition hardware. These modules
mitted to the cluster. Accordingly, if any part of the job are “chained” together in a singleeTrayinstance but
requires use of a GPU, the entire monolithic job must can also be broken into separate instances configured to
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write intermediate data files. This allows for breaking and are displayed on the IceProd web page. Trou-

up the simulation chain into multiple IceProd tasks in bleshooting and error correction of jobs in the midst of

order to optimize the use of resources as described inprocessing is facilitated by IceProd’s real-time feedback

Sectior4. system provided by the web page. The data integrity
Monte Carlo production is the most computation- discussed in Sectidn 3.8.3 also provides an convenient

ally intensive task for the IceCube Collaboration. Ta- way to validate data written to storage and to check for

ble[2 gives the typical requirements for®ldsmic-ray- errors during the file transfer task.

induced showers on a single core of a typical machine. IceProd has been used successfully to process several

This amount of data corresponds to approximately four years of IceCube data.

seconds of detector livetime. As mentioned in Section

[L.2, the IceCube Collaboration makes use of comput- 5.3. Qf-line Event Reconstruction for the HAWC

ing resources distributed across the world. Table 3 lists Gamma-Ray Observatory
all of the sites that currently participate in Monte Carlo IceProd’s scope is also not limited to IceCube. Its
production. design is general enough to be used for other applica-

tions. The High-Altitude Water Cherenkov (HAWC)
5.2. Qf-line Processing of the IceCube Detector Data Observatory/[16] has recently begun using IceProd for
its own df-line event reconstruction and data transfer
[17]. The HAWC Collaboration has made significant
contributions to the development of IceProd and there is
active collaboration with the development team.

While IceProd was designed primarily for managing
the IceCube detector simulation production, it has also
been successfully adopted for managing the processing
of the data collected by the detector. The ease of adap-
tation of the framework for this use illustrates that it can
be used by similar projects with minimal customization. 6. Future Work

All IceCube data described in Sectibnll.1 must un-
dergo multiple steps of processing, including calibra-  Development of IceProd is an ongoinfat. One
tion, multiple-event track reconstructions, and dividing important area of current developmentis the implemen-
data into various analysis channels based on predefinedation of workflow management capabilities like Con-
criteria. IceProd proved to be an ideal framework for dor's DAGMan but in a way that is independent of any
processing this vast number of data files. The data pro- Patch system in order to optimize the use of specialized
cessing utilizes the built-in features for job submission hardware and network topologies by runningfetient
and monitoring, data transfer, verification, and error job subtasks on éierent nodes.
handling. Work is also ongoing on a second generation of Ice-

In contrast to a Monte Carlo production dataset where Prod designed to be even more robust and flexible. The
the number of jobs are defined a priori, a dataset config- database will be partially distributed to prevent it from
uration for processing experimental data will generate P€ing asingle point of failure and to better handle higher
an empty dataset with zero jobs. A separate script is l0ads. Caching of files will be more prevalent and eas-
then run over the data in order to map a file (or files) to 1€r o implement to optimize bandwidth usage. The
a particular job as an input and generates MD5 check- JEP will be made more versatile by executing ordinary
sums for each input file. scripts in addition to modules. Tasks will become com-

In addition to the tables described in sectionl 3.6, a Pletely native and fully supported at all levels. These
run table was created to keep records of runs and datesch_anges should allow f(_)r greater collaboration between
which are unique to the data storage structure. All data 97ds and more productive use of resources.
collected in one season are processed as a single Ice-

Prod dataset. This is because, for each IceCube season;  conclusions
all the data collected is processed with the same set of

scripts, thus following the SPMD model. Each job con- IceProd has proven to be very successful for man-
sists of all the tasks needed to complete the processingaging IceCube simulation production and data process-
of a single data file. ing across a heterogeneous collection of individual grid

Off-line processing takes advantage of the IceProd sites and batch computing clusters. IceProd has few
built-in system for collecting statistics in order to pro- software dependencies and can be deployed and admin-
vide information about the number of events that pass istered with little €fort. It makes use of existing trusted
different quality selection criteria from completed jobs grid technology and network protocols, which help to
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Table 3: Sites participating in IceCube Monte Carlo proidunct

Site Name| Contributing Institution Queue Type
SweGrid | Uppsala University, SE ARC
SweGrid Stockholm University, SE ARC
WestGrid | University of Alberta, CA PBS
PHIDO TU Dortmund, DE PBS
LiDO TU DortmundRuhr-Uni Bochum, DE PBS
Mainz University of Mainz, DE PBS
IIHE Université Libre de Bruxellg¥'rije Universiteit Brussel, BE| PBS
Trillian Universiteit Gent, BE PBS
LONI Southern University, USA PBS
LIONX Pennsylvania State University, USA PBS
CHTC University of Wisconsin, USA Condor
GLOW University of Wisconsin, USA Condor
NPX4 University of Wisconsin, USA Condor
0OSG Open Science Grid, USA Condor
EGI RWTH Aachen University, DE CREAM
EGI Universitat Dortmund, DE CREAM
EGI Deutsches Elektronen-Synchrotron, DE CREAM
EGI Universitat Wuppertal, DE CREAM
Bartol University of Delaware, USA SGE
PDSF Lawrence Berkeley National Laboratory, USA SGE
Dirac Lawrence Berkeley National Laboratory, USA SGE
CARVER | Lawrence Berkeley National Laboratory, USA SGE
DESY Deutsches Elektronen-Synchrotron, DE SGE
UMD University of Maryland, USA SGE

minimize security and data integrity concerns that are Physics Division, University of Wisconsin Alumni Re-
common to any software that depends heavily on com- search Foundation, the Grid Laboratory Of Wiscon-
munication through the Internet. sin (GLOW) grid infrastructure at the University of
Two important features in the design of IceProd are Wisconsin—Madison, the Open Science Grid (OSG)
theiceprod-moduleandiceprod-serveplugins, which grid infrastructure; U.S. Department of Energy, and
allow users to easily extend the functionality of the National Energy Research Scientific Computing Cen-
code. The former provide an interface between the Ice- ter, the Louisiana Optical Network Initiative (LONI)
Prod framework and user scripts and applications. The grid computing resources; Natural Sciences and En-
latter provide an interface that abstracts the detailsiofjo gineering Research Council of Canada, WestGrid and
submission and management irffelient grid environ-  Comput¢Calcul Canada; Swedish Research Council,
ments from the framework. IceProd already contains a Swedish Polar Research Secretariat, Swedish National
growing library of plugins that support most major grid Infrastructure for Computing (SNIC), and Knut and
and batch system protocols. Alice Wallenberg Foundation, Sweden; German Min-
Though it was originally developed for managing Ice- istry for Education and Research (BMBF), Deutsche
Cube productions, IceProd is general enough for many Forschungsgemeinschaft (DFG), Helmholtz Alliance
types of grid applications and there are plans to make for Astroparticle Physics (HAP), Research Department
it generally available to the scientific community in the of Plasmas with Complex Interactions (Bochum), Ger-
near future. For the time being, interested parties are en-many; Fund for Scientific Research (FNRS-FWO),
couraged to contact the corresponding authors directly. FWO Odysseus programme, Flanders Institute to en-
courage scientific and technological research in industry
(IWT), Belgian Federal Science Policyffize (Belspo);
Acknowledgements University of Oxford, United Kingdom; Marsden Fund,
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